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Estate agents must handle personal data with care
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n the daily work routine estate agents usually handle

sensitive information of clients, ranging from personal
data, contract details to transaction records. Therefore,
it is very important for licensees to adhere to the related
requirements when handling such personal data. It is
a cornerstone of professionalism, fostering credibility
and a professional image of the industry. In this issue of
Horizons, we are going to remind licensees of the key
points to note in this aspect.
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Common malpractices
in handling personal data

Despite clear guidelines mentioned in the EAA’s
Practice Circular 13-05 (CR) (“Practice Circular”),
some estate agents still engage in malpractices
involving their clients’ privacy. Two prevalent
issues stand out in particular:
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Unsolicited cold calls

The EAA received complaints from the public about receiving
unsolicited cold calls from estate agents. Complainants stated that
they have never expressed interest in property services or given consent
to the use of their contact details. Estate agents may have obtained
phone numbers from third-parties or public directories without
verifying whether the individuals have consented to receive such
communications. According to the Practice Circular, licensees should
note that the source of the information may specify the purpose for
which the personal data may be used, and the source may even contain
a specific prohibition against the use of the personal data for direct
marketing activities. Licensees using the personal data so obtained
beyond the specified purpose or against the specific prohibition may
breach the Personal Data (Privacy) Ordinance.

Persistent contact despite opt-out requests

Another malpractice is the failure to honour clients’ opt-out
requests. Clients explicitly request to be removed from marketing
lists but continue to receive calls or messages from estate agents.
This ignorance of a client’s decision is often driven from poor data
management or poor internal communication. According to the
Practice Circular, estate agency companies engaged in direct marketing
activities should maintain a list of all individuals who have indicated
that they do not wish to receive further marketing approaches (“opt-
out list”) and the opt-out list should be distributed to all staff who
undertake direct marketing activities in the most practical and efficient
way, such as by means of a computer network, and the list should be
updated as and when an opt-out request is received. Failure to do so
might not only violate the Practice Circular but also the Personal Data
(Privacy) Ordinance.
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The risks of using Al
in handling personal data

The rise of artificial intelligence (“Al"”) tools in the estate agency
industry has introduced new opportunities for efficiency but also
generated potential risks in handling clients’ personal data. Some estate
agency companies may use third-party Al platforms for tasks such as
lead generation, customer profiling, and marketing automation. While
these tools can streamline business operations, they involve sharing
clients’ data with external Al providers, raising concerns about data
security and compliance.

To mitigate these risks, estate agency companies must establish clear
guidelines on what level of users are permitted to use, what kinds of
working devices are permitted to access, and what types of information
can be inputted into Al tools and the types of information that cannot
be inputted. Estate agency companies should implement strict data
minimisation policies and maintain stringent security settings, ensuring
that only necessary data is processed and that employees are trained to
recognise what constitutes sensitive information.

Consequence of non-compliance

Non-compliance with the Personal Data (Privacy) Ordinance can result
in investigations by the Office of the Privacy Commissioner for Personal
Data. It may lead to enforcement measures including monetary
penalties or even criminal charges in severe cases. At the same time,
the concerned non-compliant licensees and their companies might also

face disciplinary actions by the EAA.




