Practice Circular on Protection of Personal Data Questions and Answers (Q&As)

Notes:
1.

All references to:
(a) “DPP” shall mean the Data Protection Principles in Schedule 1
of the PDPO.
(b) “EAA” shall mean the Estate Agents Authority.
(c) “PCPD” shall mean the Office of the Privacy Commissioner for
Personal Data, Hong Kong.
(d) “PDPO” shall mean the Personal Data (Privacy) Ordinance.
(e) “Practice Circular” shall mean Circular No. 13-05 issued by the
EAA on Protection of Personal Data.
(f) “Practice Regulation” shall mean the Estate Agents Practice
(General Duties and Hong Kong Residential Properties)
Regulation.

2.

These Q&As are for general reference only. They do not constitute
legal or professional advice. You should seek legal or professional
advice as and when necessary, especially on the interpretation of
legal provisions and specific advice on any individual case. While
the EAA has used its best endeavours to ensure the accuracy of the
information provided in these Q&As, no statement, representation,
warranty or guarantee, express or implied, is given by the EAA as to
the accuracy, or completeness of such information, or the
appropriateness for its use in any particular circumstances. The
EAA will not accept any liability or responsibility whatsoever for
any loss or damage caused to any person howsoever arising from any
use, misuse of, or reliance on the contents of these Q&As.
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Direct marketing
1. Where a first-time marketing approach is made by telephone, when
should I inform the customer that he has an “opt-out” choice? Should I
inform the customer at the beginning or at the end of the marketing call?
Answer:
Section 35F of the PDPO requires that a data user must, when using
the data subject’s personal data for the first time in direct marketing,
notify the data subject of his/her right to request the data user to cease to
so use the data, without charge to the data subject. This obligation applies
irrespective of whether the personal data is obtained directly from a data
subject or from other sources.
There is no requirement that a data user must inform the data subject
of the “opt-out” choice at the beginning or at the end of the marketing call.
However, as a matter of good practice, it is desirable for a data user to
inform the data subject of the “opt-out” choice as soon as possible.
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2.

How frequent should I update the “opt-out” list of our company?

Answer:
The opt-out list should be updated regularly and estate agents should
disseminate the updated list to all of its relevant department/branches in a
timely manner. According to the “New Guidance on Direct Marketing”
issued by the PCPD, where the list is maintained via an online computer
network, individual marketing staff connected to the network have to
input new opt-out requests as and when they are received. If the list is
distributed other than by a computer network, it is recommended that
marketing staff members are notified of the updates at a frequency of no
less than once per week. Where the data user conducts its business
through branch offices, each branch office has to maintain its own opt-out
list of customers who have informed the branch office that they do not
wish to receive further direct marketing approach. The head office has to
coordinate the updating of a consolidated opt-out list by collecting the
opt-out information supplied by all branch offices concerned and
informing them on a continuous basis the updated position.
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3. Will I breach the PDPO if I use personal data of property owners
obtained from land search records of the Land Registry for direct
marketing activities?
Answer:
Please refer to paragraph 11 of the Practice Circular.
The land register contains the following statement: “The land
records are kept and made available to members of the public to prevent
secret and fraudulent conveyances, and to provide means whereby the
titles to real and immovable property may be easily traced and ascertained.
The information contained in the land records shall not be used for
purposes that are not related to the purposes of the land records. The use
of information provided is subject to the provisions in the Personal Data
(Privacy) Ordinance”. Licensees may breach the PDPO if they use
personal data obtained from land search records beyond the specified
purpose or against the specific prohibition e.g. direct marketing.
Furthermore, data users may also breach Part VIA of the PDPO if they
use the acquired personal data for direct marketing, without complying
with the requirement on taking specified actions to notify and obtain
consent from the data subjects.
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4. If the personal data is collected from a third person, do I need to
notify the data subject that I intend to use his/her personal data for direct
marketing?
Answer:
Licensees should be reminded that the duty to inform the data subject
of their intention to use the data subject’s personal data in direct
marketing is absolute and irrespective of whether the personal data is
collected from data subjects directly or not, including personal data
obtained from a partner, an associate or a subsidiary company in a
cross-marketing scheme. If the licensee intends to use the data received
from a third party for direct marketing, the licensee is still required to
inform the data subject of the intention to use the data for direct
marketing unless the third party has already taken such action and
confirmed to the licensee that the data subject had consented to the use or
provision for use of his/her personal data in direct marketing and that the
products or services that the licensee intends to market fall within the
class of marketing subject that the data subject had consented to. In a
nutshell, the data user must be notified in writing by the third party from
whom the data was transferred (transferor) the following:
(a)

the transferor has given written notice to the data subject and
obtained his/her written consent to the provision of personal data;
and

(b)

the use of the personal data is consistent with the consent obtained
from the data subject.
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Personal Information Collection Statement (PICS) & Privacy
Policy Statement (PPS)
5. To comply with the DPP of the PDPO and the Practice Circular, do I
have to provide a “written” PICS to customers and require them to sign
on the PICS to acknowledge receipt of it? Can I post the PICS in the
form of a notice at a conspicuous place in the shop instead?
Answer:
There is no provision in the PDPO stipulating the means through
which a data subject is informed of the purpose of the collection of their
personal data and the classes of transferees of the data etc. There is also
no requirement in the Practice Circular that licensees must request
customers to sign on the PICS to acknowledge receipt of it. However,
DPP 1(3) (a) & (b) of the PDPO require a data user to take all practicable
steps to ensure that the information is effectively communicated to the
data subject and data users are recommended to comply with such
requirement by providing a PICS in writing as this may help avoid
unnecessary disputes between the data user and the data subject.
Whether the posting of the PICS inside the shop will be considered as
having complied with the PDPO will be considered in the light of all the
relevant circumstances of each case. Relevant factors may include the
size of the shop, the place that the PICS is posted, the size of words in the
PICS and how the data subject’s attention has been drawn to the PICS on
or before the collection of his personal data etc.
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6.
Do we need to state in the PICS that our company will engage
solicitor firms or debt collection companies to collect commission in
arrears from customers? Can we still engage solicitor firms or debt
collection companies to collect commission in arrears for us if we do not
state so in the PICS?
Answer:
To comply with DPP 1(3)(b)(i)(B) of the PDPO, licensees should
explicitly inform customers of the classes of persons to whom the data
may be transferred and such potential arrangement when their personal
data are collected. However, this requirement would not prejudice the
rights of any person to engage solicitors or debt collection companies to
enforce a contract on his behalf, if such arrangement is permitted by law.

7. Can we pre-print and include the PICS in the prescribed estate
agency agreement forms and request customers to initial against it?
Answer:
Estate agency agreements (Forms 3 to 6 in the Schedule of the
Practice Regulation) are forms prescribed under the Practice Regulation.
The pre-printing of the PICS and its inclusion in the prescribed estate
agency agreement forms may mislead the person signing the agreement
that the PICS is part of the text of the estate agency agreement forms
prescribed by the Practice Regulation. Hence, licensees should not
pre-print and include the PICS in the prescribed estate agency agreement
forms.
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8.
Do I need to provide a copy of the PPS and privacy practices to the
customers if the PPS has been displayed on the company’s website?
Answer:
DPP 5 of the PDPO requires that all practicable steps shall be taken
to ensure that a person could, among other things, ascertain a data user’s
policies and practices in relation to personal data. While it is one of the
feasible ways to display the PPS and privacy practices on the company’s
website, it is also good practice for licensees to display the PPS and
privacy practices at their offices or provide a copy of the documents to
customers to ensure they are aware of the relevant documents.
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Handling/Retention of Personal Data
9. According to paragraph 16 of the Practice Circular, personal data
collected should be erased after the fulfillment of the performance of the
estate agency work for a data subject. Does it mean that all personal data
in relation thereto must be erased on the completion date of a sale and
purchase/lease transaction?
Answer:
Depending on the circumstances of the case, completion of a sale and
purchase/lease transaction does not necessarily mean that the
performance of the estate agency work for that data subject has also been
fulfilled. Examples are the provision of follow-up services and/or
property information and promotional materials to customers after
completion of a transaction. For details, please refer to Question 10.
In any case, if it is necessary for licensees to retain the personal data
of an individual (after fulfillment of the performance of the estate agency
work for that individual) pursuant to statutory requirements and
applicable circulars issued by the EAA, such personal data need not be
erased immediately upon fulfillment of the performance of the estate
agency work. Licensees should also refer to paragraph 14 of the
Practice Circular in this regard.
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10. Can I retain the personal data of a customer for the purpose of
providing follow-up services to him after completion of the relevant sale
and purchase/lease transaction?
Answer:
According to section 26 of PDPO, the data user must take all
practicable steps to erase the personal data held by it where the data is no
longer required for the purpose (including any directly related purpose)
for which the data was used unless any such erasure is prohibited under
any law. DPP 2(2) also has a similar requirement. Subject to the
customers’ agreement, licensees may retain the personal data of a
customer for providing follow-up services and/or property information
and promotional materials to him after completion of the relevant sale and
purchase/lease transaction. Licensees should inform customers of such
arrangement in advance, for example, by stating the same in the PICS,
and the use of such personal data shall also be in compliance with the
relevant requirements for direct marketing under the PDPO (if
applicable).
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11. What should I do if a landlord requests a copy of the tenant’s identity
card for record during the process of negotiating a tenancy agreement?
May I disclose the client’s personal data for work purpose? For example,
may I disclose the occupation and contact number of the tenant upon the
landlord’s request?
Answer:
In general, no data user may compulsorily require an individual to
furnish his identity card number or copy, unless authorized by law or
permitted under the Code of Practice on the Identity Card Number and
other Personal Identifiers issued by the PCPD.
Licensees may
encourage landlords and tenants to provide information to strengthen
mutual trust by agreement but they should not collect tenants’ identity
card copies on the landlord’s behalf.
Moreover, licensees should obtain an explicit consent from their
clients (i.e. the data subject) before disclosing their personal data to other
persons (for example, the landlord or another client).
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12. May I use the personal data provided in Form 3 to 6 in the
Schedules to the Practice Regulation to promote properties (including
any properties) to clients?
Answer:
Licensees should collect personal data from a data subject only for a
purpose necessary but not excessive for the performance of estate agency
work for that data subject. On or before collecting personal data, such
as for the signing of an estate agency agreement, licensees should provide
to the data subject a PICS stating clearly the purpose of collecting the
data, the classes of persons to whom the data may be transferred, and the
consequences of failing to provide the data and right of access to the data.
Moreover, if such property promotion involves direct marketing under
PDPO, licensees should take certain specified actions to notify and obtain
consent from the data subjects as stated in the PDPO.
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