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#EMEE R Disciplinary hearing case
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Disclosing a client’s personal data on social media
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Introduction

Licensees should comply with the Personal Data (Privacy) Ordinance and
the relevant guidelines issued by the EAA in respect of the collection,
use and handling of personal data. Otherwise, they may be subject to
disciplinary action by the EAA.

Incident

A salesperson obtained personal data from a tenant, including her ID
number and a copy of her staff card, as proof of employment to provide
to the landlord. The tenancy term was for two years but after a few
months the tenant requested an early termination which was rejected by
the landlord. After the rejection the tenant stopped paying rent. Being
authorised by the landlord to handle the tenancy matter, the salesperson
decided to post on a social media platform the tenant’s name, mobile
number, ID number and a copy of her staff card with partial details
redacted. The tenant discovered the post and lodged a complaint with
the Office of the Privacy Commissioner for Personal Data (“PCPD") and
the EAA. During the EAA investigation, the salesperson admitted that he
had uploaded the post to pressure the tenant into paying rent on behalf
of the landlord. A PCPD investigation also found that the behaviour of the
salesperson contravened the Data Protection Principle 3 in Schedule 1 of
the Personal Data (Privacy) Ordinance.
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Having considered the nature and gravity of the case, as well as the
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Estate agents must respect clients’ privacy and exercise care when
handling clients’ personal data. They must not use their clients’

personal data for other purposes or post their clients’ personal data
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online. Infringing upon client’s privacy is a serious non-compliance
and every practitioner should be vigilant against such behaviour. Even

Life-long President in the case of a tenancy dispute between the tenant and landlord,
H.K.N.T. Estate Agents & Merchants estate agents must not use any illegal means to recover the rent for
G the landlord.
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Issuing a false or misleading online advertisement
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HWERIBATZEMSEEBKREEF Estate agency companies must not include any false or misleading
SR ES B REETE statements or particulars in property advertisements and must not use
EEEEBREMALTHATIMHESEES photos belonging to other people or company without permission.
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