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PRIVACY AND DATA PROTECTION OF CLIENTS
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The suspected theft of a notebook computer containing
information of the Register under the Registration and Electoral
Office and a smartphone application in the Mainland leaking about
two billion phone numbers, have raised public awareness on
privacy protection.

Pursuant to the Estate Agents Ordinance and in particular
the Estate Agents Practice (General Duties and Hong Kong
Residential Properties) Regulation, estate agents may need to
collect the personal data of their clients in the course of carrying
out estate agency work. That said, estate agents should be
vigilant when collecting, using, and handling any personal data
to make sure it is in compliance with the Personal Data (Privacy)
Ordinance (“PDPQ”) and the guidelines issued by the Estate
Agents Authority, where applicable.

BE VIGILANT
WHEN HANDLING
PERSONAL DATA

Estate agents must always be
vigilant when they handle clients’
personal data. According to the
practice circular (No. 16-03(CR))
titled “Verifying the Identity of
Vendors”, estate agents should
record the name of the vendor and
the number of his identity or travel
document when entering into an
estate agency agreement with him.
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Moreover, they should obtain a copy of the vendor’s identity card
or other identification document before arranging for clients to
sign a provisional agreement for sale and purchase (“PASP”) of a
residential property.

In addition, with regard to practice circular (No. 08-05(CR))
on preventive measures on money laundering, estate agents
are required to examine the already executed estate agency
agreement (or, in the case of non-residential properties, the
relevant “property viewing form” or similar document) to ensure
that the name, type and number of the identity or travel document
and address of the client has been properly recorded upon the
client’s signing of the PASP. They should also retain the above
documents securely for at least five years from the date of the
signing of the PASP.

Hence, estate agents should pay attention to information
security and privacy protection in order to avoid any leaks of
personal data.

MEASURES ON
INFORMATION SECURITY

The EAA has set out guidelines in relation to information security
measures in practice circulars (No. 09-10(CR)) and (No. 13-
05(CR)) for the trade’s reference. For instance, estate agencies
should regulate the access rights of their staff to sensitive
personal data. Also, staff should not copy official data from their
office computers onto their personal computing devices unless
approved by senior management. Regarding system security,
firewall and/or anti-malware software should be installed on
servers or computers where sensitive personal data are stored.
Moreover, both estate agencies and individual licensees should
dispose of documents containing personal data, such as the
land search copies and estate agency agreements, properly after
use. If an estate agency is found to have failed to put in place
measures to safeguard information security and such failure
results in a leak of the client’s personal data, they may have
breached the PDPO.
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USE OF PERSONAL DATA

Concerning the use of personal data, there are certain regulations
under the PDPO that estate agents should note. Firstly, before
using the personal data in direct marketing, consent of the client
must be obtained. In addition, estate agents should inform the
client of his right to request cessation of using his data for direct
marketing purposes. The opt-out list should be updated when
an opt-out request is received and distributed to all staff who
undertake direct marketing activities.

In addition, estate agents should not sell or transfer clients’
personal data to a third party for monetary or in-kind gain or
otherwise, unless they have obtained the clients’ prior written
and voluntary consent and in compliance with the PDPO.
Thus, if estate agents would like to introduce other services
to their clients, such as banks and financial institutions by
referring mortgage services to their clients, they should seek
their prior written consent and comply with the relevant
provisions of the PDPO.

In conclusion, consumers are now more concerned about
privacy protection due to repeated online leaks of sensitive
personal data that may be used for fraudulent purposes.
Therefore, estate agents should properly safeguard their
computing equipments such as desktops, portable computers,
mobile computing devices or USB storage devices so as to
protect clients’ personal data.




